WordPress and eCommerce

A match made in heaven!?
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$165.4 Billion
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merchant accounts inventory

security
PCl Compliance

eCommerce is hard!

payment gateways shopping carts
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v Onsite vs. Offsite Payments
v Processing payments with gateways

v Encryption certificates / PCl| Compliance

v WordPress Security Tips

v Plugins and third party selling solutions
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~ (On'Site or Off Site?

OFF SITE:

v Extra Checkout Steps

v Can be more confusing

v No SSL

v No PCI compliance certification
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ON SITE:
v Extra Setup Steps
v Seamless Checkout Process

v Website requires SSL certificate

v Merchant required to certify compliance
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Payment Gateway

Y a service to process payments online
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Paypal

work.

Paypal Standard Express Checkout
Customer leave a
website to enter
payment and does
not return to the
site. No setup

Customer jumps to
PayPal to enter payment
details and returns to
order. Little setup work.
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Website Payments Pro
Seamless checkout on il
website. Customer never
leaves store. Lots of
additional setup work.
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Payment Gateways

v PayPal

v Authorize.net
v CyberSource
v FirstData

v Plug ‘n Play
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bredit Card Payments

Secure : Q authorize & capture
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Web Server

' g response

Merchant
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v a special type of bank account for accepting payments from credit or
debit cards

v an agreement between the merchant, the bank and the payment
processor
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Merchant Accounts | Costs
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v  Discount Rates:

v Three Tiered Pricing
v Qualified Rate
v Mid-Qualified Rate
v" Non-Qualified Rate
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v' Authorization Fee v Customer Service Fee
v Statement Fee v Annual Fee

v Monthly Minimum Fee v Early Termination Fee

v Batch Fee v Chargeback Fee
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Encryption

v the process of making data unreadable to anyone without “special
knowledge”

v “special knowledge” is the key
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v Garbles the browser to server communication over the Internet

v Browser uses the public key in the certificate to encrypt information
before sending it to the server

v Server uses a private key to decrypt information from the browser
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server side
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v a specialized electronic document certifies a public encryption key to
an identity
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v Ongoing costs between $50-$1500/year

v 3-4 Certificate Types

v Single Domain
v Multiple subdomains

v Wildcard subdomains
v Extended Valiations
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v Vendors:

v Verisign (costly)
v Comodo (moderate)
v GoDaddy (cheap)

v Network Solutions (cheap)
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PCI Compliance

Y 12 requirements for any business that stores, processes or transmits
cardholder payment data.
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Build N Maintain 9 Secure Network

Requirement #1
Install and maintain a firewall configuration to protect cardholder

data

Requirement #2
Do not use vendor-supplied defaults for system passwords and other security

parameters
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Requirement #3
Protect stored cardholder data

Requirement #4
Encrypt transmission of cardholder data across open, public networks
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MaintainaVuInerahiIity Management Program

Requirement #5
Use and regularly update anti-virus software

Requirement #6
Develop and maintain secure systems and applications
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Implement strong Access Gontrol Measures

Requirement #7
Restrict access to cardholder data by business need to know

Requirement #8
Assign a unique ID to each person with computer access

Requirement #9
Restrict physical access to cardholder data
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Regularly Monitor and Test Networks

Requirement #10
Track and monitor all access to network resources and cardholder data

Requirement #1 |
Regularly test security systems and processes
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Maintain an Information Security Policy

Requirement #12
Maintain a policy that addresses information security
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Whew, are we done yet!
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WordPress Security

Use a Strong Password
Your first line of defense against would be hackers
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Avoid using the ‘admin’ account
Setup a different admin account with another name
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WordPress Security

Hide your database tables
Change your table prefix from wp_ to anthing else!
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WordPress Security

Update Everything
Keep WordPress, your theme and plugins up to date
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WordPress Security

Backup Everything
Always make regular backups: files and db
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eGommerce Tools for WordPress

v What’s out there?
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v Oldest and most widely used
v Physical & digital products

v Shipping options

v Marketing tools

v Free + Paid add-ons ($10-$195)
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Login / Register

Download Plugin Now

HOME FEATURES ADD ONS BLOG SUPPORT

WP e-Commerce makes
payment gateway integration
painless. With the most global gateways already
available, our API makes it easy to create new gateway

Q Download Free
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Checkout
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stripe
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Purchase

SN 10eRPress

WP e-Commerce has what
you need...

4 100% Customizable
/ Use your own HTML & CSS
and have complete control

over the look and feel of
your online store.

Trying to Choose Which WordPress eCommerce

Plugin to Use?

WP e-Commerce remains the most popular, most robust e-commerce plugin for WordPress and is the
ideal way to sell products, downloads or services online.

Whether you are setting up a WordPress store for yourself or are a WordPress developer setting up a
store for a client, WP e-Commerce offers the most features and capabilities of any store plugin.

getshopped.org
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Home Features Themes Pricing Support Blog !
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/ Sell digital & physical products
/ Freeupgrades for life

v  Newest solution S e e

4 Minute Overview

v Uses [shortcodes]

WordPress Shopping Cart

WordPress Ecommerce Plugin To Sell Anything
\/

v 7 payment solutions

The Cart66 WordPress ecomme pI gin makes selling easier than ever before.
With Cart66 you can sell electronics, digital downloads, videos, music, web

v Subscriptions & Membership

v Free Lite Version or $89-$399/year

E BS ITE cart66.com
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v Great reporting
v Marketing and promotion

v Hundreds of extensions

v Customer friendly checkout

v Free with paid extensions
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v Popular solution

v |18 payment gateways
WordPress+Shopp ecommerce platform

The Shopp plugin adds a feature filled, customizable online

& 2 > torefront and shopping cart to your WordPress-powered website.
v 10 shipping options S

Get Started Go Pro Watch

for just $55 with developer access the Shopp video

v 200+ template tags

|V $55 or $299 with $25 add-ons
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MarketPress - WordPress el}nmmerce

/
|\ ﬂ'}i“ w WORDPRESS ORG Search WordPress.org Q

J Si m P I e an d Styl i S h Showcase Themes Mobile Support Getinvolved About Blog Hosting Download WordPress

Plugln DlreCtOry Username Password Log in | (forgot?) or Register

v Handful of payment gateways o . T
« Developer Center meu N b4 A

Rain Dogs - Tom Ok Computer - The bao

Themes presents: ‘ Waits (LP) Radiohead - Nick {

Mobile 3 Toms most popular album is Named the Best Album of Arguably ¢

[ ° (4 3 back in stock. Some of the the past 25 years, this is an intimate w

e re a O e Ct S O r I I ta OW n O a S . e best songs on this one, a absolute gem! And better the boatm
Kvetch! inyl. superb

MarketPress - WordPress eCommerce ! & Pricg
Searoh Plugine - Add to Cart » - Add to Cart » m

v Multisite & BuddyPress Compatible [T E——

Tags More »
widget (3,729) Description = Installation FAQ Screenshots Changelog Stats Support Reviews Developers

Post (2,368)

plugin (2,243) MarketPress is the easiest to use, best designed and most powerful ecommerce / shopping Requires: 3.3 or higher
re e O r ro cart plugin available for WordPress today. Compatible up to: 3.3.2

admin (1,857) Last Updated: 2012-6-29
posts (1,783) Developed from the ground up to make it simple to set up a stylish online shop, Downloads: 91,073

W E B S | T E ideba y MarketPress has all the features you need, including:
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v Third party solution
i v Includes affiliate managment
v Google Analytics tracking

v Start selling for $5/month
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about . contact . developer directory . resources . interact . resell e-junkie

E-JUNKIE

we help you sell online

OELLERY ArriLIAIEY SHUP GUMMUNITY

home . login . register . pricing . features . help . client list . test our service

,:‘;f "Publishing Your First eBook": A Free eBook by E-junkie.info

Google™ custom searcn

E-junkie provides shopping cart and buy now buttons to let
you sell downloads and tangible goods on your website,
eBay, MySpace, Google Base, CraigsList and other websites
using PayPal Payments Standard, PayPal Payments Advanced,
PayPal Payments Pro, PayPal Payflow Pro, Google Checkout,
Authorize.Net, TrialPay, ClickBank and 2CheckOut.

For merchants selling downloads, we automate and secure
the digital delivery of files and codes. If you are selling
tangible goods, we automate the shipping calculation and
inventory management. Our shopping cart has a built in sales
tax, VAT, packaging and shipping cost calculator.

You can sell ebooks, sell mp3 tracks and albums, sell software,
icons, fonts, artwork, phone cards, event tickets, cds, posters,
books, t-shirts and almost everything else you want to sell.

E-junkie has no transaction limit, no bandwidth limit, no setup
fee and no transaction fee.

View all features »

Sign up for FREE 1 week trial now »
Start selling for just $5/month »
View getting started guide »

Test our service »

& Clients & Testimonials »

@.NNMO“GYcom
Entrepreneur

TechCrunch

“FAT FREE" SHOPPING CART PRO ‘ B

Lower your cart abandonment rate
with our pop-up free, installation
free shopping cart that works inside
your site. try now »

DIGITAL STORAGE & DELIVERY

Store and deliver your files and code
automatically. Buyers get secure
product download immediately after
a successful payment. details »

SHIPPING & POSTAGE CALCULATOR

Smart shipping & postage calculation
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v Put your content on a password protected page on WordPress

v Create a message for people to go to that link and enter password in
e-junkie

v Generate shopping cart buttons and put on your site

v Sit back and watch the digital product sales come in

" 48 s\WEBSITE
"rl"‘."-: >

i Engineer:
il | AT )




Live Demo

| i\ ?\WEBSITE

Engineer:



e About Resources Webinars Contact

Engineer

WordPress Developer Course

» WordPress Developer Course

Next Course: May 6th - May 31st

v Retails for: $999 =3

v Exclusive Offer: $499

| realized | had a passion for teaching others how to use WordPress. There were tons o
available for beginners when it came to WordPress, but no great solution for developers who wan

v Use coupon ‘halfoff’

The Greatest Benefit of this Course

Must Register before Monday!

f - To join the advanced training, register now:
-
‘QWE Bélg:rll_egﬁ http://YourVVebsiteEngineer.com/awdt
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http://YourWebsiteEngineer.com/advanced
http://YourWebsiteEngineer.com/advanced

